novicam IP Bbl3bIBHbIE MAHEJIN
STRICT

PYKOBOACTBO MO0Jib30BATENA



BHUMAHMUE!

KoMmnaHua ocTaBnsaeT 3a co6ol NpaBo BHOCUTb Nto6ble U3BMEHEHNUS B U3-
penuve 6e3 NpepBapuUTeNbHOro yBeAOMIEHUS A5 YIYyYLIEHUS KavecTBa
npoAykTa.

PykoBoACTBO Mo ycTaHoBKe, HacTpoike IP BbidbiBHbIX NaHenen STRICT

NPEOYNPEXOEHUE

Monb3oBaTenb CMCTEMbl OTBETCTBEHEH
3a cobniopgeHne BCex MONOXEHUN Aei-
CTBYIOWLEr0 3aKOHOAATENbCTBA B OTHO-
WWEHUN MOHUTOPUHTA W 3anucu BUAEOo-
n aypuocurHana. Novicam™ He Hecer
OTBETCTBEHHOCTM 3a HapyweHue Tpebo-
BaHWUIM 3aKOHA M MHbIX NPaBOBbIX aKTOB
B NPOLLECCE IKCNNYaTaLUN CUCTEMbI.

MEPbI MPEJOCTOPOXXHOCTU

= [Ipexpe ueM HauaTb paboty c ycTpoil-
CTBOM, BHUMATENbHO 03HAKOMbTeCh C Py-
KoBogcTBOM lonb3oBarens.

= He pasbupaiite yCTpOMCTBO, 3TO MOXET
NPUBECTU K €ro HenpaBuNbHOMY yHK-
LLMOHWUPOBAHMUIO UMK NONOMKE W caenaet
rapaHTUI0 Hef,eUCTBUTENbHOM.

= Bce 3nekTpMUYecKue KOHTaKTbl COEAU-
HAMTE B NOJIHOM COOTBETCTBUM C BUpKa-
MU M MHCTPYKLMAMM, YKa3aHHbIMU B AaH-
HoM PykoBoacTee.

= B npotuBHOM cnyyae Bbl MoXeTe HaHecTH
U3penui HenonpaBuUMBbIX yuwep6 u, Tem
caMbIM, TaKXe CALenaTb rapaHTuio He-
[eUCTBUTENbHOM.

* He aKkcnnyaTupyuTe yCTPOMCTBO B ycno-
BUSIX, €CIM TemnepaTtypa, nokasarenu
BNAXXHOCTW U TEXHUYECKME XapaKTepu-
CTUKW UCTOYHUKA NUTAHUS NpeBbIWakT
YCTaHOBNEHHbIE 3HAYEHUS ANS [aHHOIo
npubopa.

* He ucnonb3yitTe pns NpoTUPKM U3Aenus
BeH3WH, CNUPT UK apyrue pacTeopure-
NN, T.K. OHW MOTYT NOBPEAMUTb NOBepX-
HOCTb. [INS UNCTKM UCNONb3YITE MATKYH
CYXYH0 TKaHb.



YBAXXAEMbIA MOKYMATE/Ib!

r ) Mosppaensem Bac ¢ nokynkoi! Mol fena- Bbi3biBHbIe naHenu Novicam™
( | eM BCce BO3MOXHoe, yTobbl Hawa npopyk-  Mogenu: STRICT MR IP
—> o uus ypoenersopssia Bawum 3anpocam. STRICT MR IP WIFI
Mepen HayanoMm aKcnayaTauuu U3nenus
03HaKoMbTeCb BHUMaTenbHo ¢ PykoBopg-
CTBOM nonb3oBatens u ¢ YcnoBusiMm ra-
PaHTUIHOrO 06CNYXMUBAHMS.
S =
\/
T
o 2)

Puc.1 06wuit BUA ycTpoiicTBa

PykoBoACTBO Mo ycTaHoBKe, HacTpoike IP BbidbiBHbIX NaHenen STRICT
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OMHCAHHKE

“ € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

BbisbiBHast naHenb Novicam™ STRICT npepHa3sHaueHa ans opraHusaumum
IP-BMEEOMHTEPKOMA M CUCTEMbI KOHTPONS JOCTYNa. YCTPOMCTBO No3BoNs-
eT OpraH130BaTh roN0COBYH CBA3b, KOHTPONb gocryna no RFID-upeHTu-
dmkaTopaMm, a TakxKe BeCTU BULeoHabnopeHne nepep, cobom.

Ba)kHOW 0CO6EHHOCTbIO BbI3bIBHOW MaHeNW ABNSETCS NOALEpPXKKa YHM-
BepcanbHoro SIP-npoTokona, KoTopbi 6e3 Kakux-nubo orpaHuueHui
nossonsieT 06beMHUTL B 6ONbLUY0 pacnpefeneHHy0 CUCTEMY He TONb-
KO B,0MOhOHbI, HO 1 |P-TenedoHNI0 CO BCEBO3MOXHbBIMU NPOrpaMMHbIMM
KNMeHTaMM 0111 KOMNbIOTEPOB U MOBUIBHBIX YCTPOMCTB.

BcrpoeHHas Bupeokamepa ¢ WMPOKOYronbHbIM 06bEKTUBOM MOXET TpaHC-
nupogatb Full HD Bupeon3obpaxeHue Ha BULEOROMOGOH, CETEBOM BULEO-
perucTpatop, a Takxe Ha Nnoboe yCTpoiCTBO, NOALEPXUBALOLLEE NPOTO-
konbl RTSP n ONVIF. 1ng o6ecneyeHns KayecTBEHHOro LLBETHOIO BUM,E0
B YCNOBUAIX HE[,0CTaTOYHOM OCBELLEHHOCTU NaHeNb UMeeT BUAUMYLO Genyto
NOACBETKY.

Ha 6opTy BbI3bIBHOM NaHenu umetotcs KoHTponnep CKVL, u cuutbiBatenn
Mifare, koTopble no3sonser ocyuectsnatb npoxop, no RFID-meTkam. B ka-
yecTBe 3anuparoLLero MexaHM3Ma K NaHenu MOXKHO NOJKIHOUUTL NPAKTU-
Yecku No6oi aNeKTpo3aMoK, BOpOTa, WnarbayM.

CTOMT OTMETUTB, UTO YCTPOMCTBO MMeeT pycckosiabluHblii WEB-uHTEpdeidc,
C NOMOLLbH KOTOPOro MOXHO YA,aneHHo NoAy4uTb JOCTYN KO BCEM ee Ha-
CTPOMKaM, @ TaKXKe OnepaTUBHO afiMUHUCTPUPOBATb BCTPOEHHYIO CUCTEMY
KOHTpOns gocryna.



OMHCAHHKE

MaHenb Novicam™ STRICT MR IP WIFI umeet Wi-Fi Mopynb pns obecneve-
HUs 6ecnpoBOAHOr0 COEAUHEHUS B MecTax, rie NPOBOLHOE NOAKIYEH e
Mo KakuM-n1bo NpUYMHaM HeBO3MOXKHO.

MpoyYHbIA NNAaCTUKOBbIM KOPNYC C KO3bIPbKOM W Knaccamu 3awutbl [P65
1 IK06 HapeXHO 3alLuLLaloT YCTPOCTBO HE TONbKO OT BHEWHWUX aTMOCtep-
HbIX BO3LEMCTBUIA, HO M OT MexaHWYeCKuX yapoB. bnarogaps coBpeMeH-
HoMy u3aiHy IP-Bbi3biBHas naHenb Novicam™ npekpacHo nogounpet ans
OpraHu3aLyMmn UHTEPKOMA KaK CHapyXu, TaK U BHYTpU Noboro nomeweHus,
HanpuMep Nogbesna, 3aropofgHoOro AoMa, KBapTupbl, otuca, cknaga.

- € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



OMHCAHHKE

Bbi3bIBHAA MAHE/Db STRICT
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Puc. 2 Bbi3biBHas naHenb STRICT

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT
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Bupeokamepa

MukpodoH

JuHaMuk

benas nopceetka

KHonka Bbi3oBa

CBeToBO MHAMKATOP BbI30BA

CBeToBOM MHAMKATOP pa3roBopa

CBeToBOI MHAMKATOP Pa3bnoKUpPOBKM 3aMKa

MopcBeTKa KHOMKKM Bbl30Ba

RFID-cuutbiBaTenb CKY[,

Cnot gns ycTaHOBKM KapTbl naMat microSD

CeteBoi uHTepdenc RJ-45

PasbeM pnga nogkntoueHns 6noka nMTaHUsa U 3anuparolLero MexaHusma
PasbeM gna nogknioueHusa KHonku, patumka aeepu, OMC, cuutbiBatens

. Tamnep (paTumuk cHATUS)

KHonka c6poca HacTpoek Ha 3aBOACKMe (3aXaTb Ha 5 CeKyHp,).



OMHCAHHKE

WHOHKALMA THNOBbIX OMEPALIHA

OMEPALUA WHOUKALNSG

PexxuM oXxupaHus lopuT nofcBETKA KHOMKM BbI30Ba

MoHuTOpUHT lopuT nopcBETKA KHOMKM Bbi30Ba
lopuT CBETOBOM MHAMKATOP pasroBopa

BbizoB lopuT nopcBETKA KHOMKM BbI30Ba

Fopm CBETOBOWA WHAWKaTOoP Bbi30Ba
Bbi3biBHaA naHenb BblgaeT ryoKu

PasbnokupoBKa 3aMka

lopuT NofCBETKa KHOMKM BbI30Ba
lopuT cBETOBOM MHAMKATOP Pa3bnoKMpOBKM 3aMKa

CyuTbiBaHUE OEUCTBUTENLHOCO
RFID-kntoua

MopcBeTKa KHOMKM BbI30Ba KPaTKOBPEMEHHO racHeT
3ByuMT 3BYKOBOW CUrHAN
lopuT cBETOBOM MHAMKATOP Pa3bnoKMpOBKM 3aMKa

CumuTbiBaHUE HEOEUCTBUTENbHOIO
RFID-kntoua

MopcBeTKa KHOMKM Bbi30Ba KPaTKOBPEMEHHO racHeT
3ByuMT [,BOWHOW 3BYKOBOW CUTHaN

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



0CHOBHbIE OCOBEHHOCTH

Paspewenue sugeo Full HD 1080p

BctpoeHHbie koHTponnep CKY]L Ha 20000 nonb3oBatenen, cuutbiBatens Mifare
Bxop, Wiegand-26 nns nopknioUeHus BHEWHEro cYMTbiBaTens
Astomartnyeckas 6enas nopceetka Ao 3 M

3anucb oTo N0 ABUXKEHUIO HA KapTy NaMsTH

BcTpoeHHoe pene pns ynpaBneHus nobbiM 3aMKoM

Mopxntouenune k NVR/MK no npotokony ONVIF unu RTSP
Moppepxka 6ecnposogHoro Wi-Fi coeguHeHna*

Mopnepxka SIP-npotokona

2 Bxopa 419 NOAKOYEHMS KHOMKM BbIXOAA, faTunka peepu u OMNC
Kosbipek B koMnnekTe

BaHpanosawmueHHbIX Kopnyc ¢ Knaccamu sawutbl IP65, IK06

* - TonbKo ans mogenu STRICT MR 1P WIFI

- € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



KOMINJIEKTALHA

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

Bbi3blBHas naHenb -

KpoHwTeiH pns yCTaHOBKM -
KpblwKa ans KOMMyTaLMOHHOIO OTCeKa -
Pe3nHOBbIM YNNOTHUTEND -
Kosbipek -

8-npoBofHas nNoproToBKa -
5-npoBofHas NoproToBKa -
Kntou Torex -

3awutHbin guop IN400L -
KpeneXHblit KOMMNEKT -

®opMa Ang TOUHOro MOHTaXa -
MacnopT ¥ rapaHTUMHbIN TanoH -

1 wr.
Twr.
Twr.
1 wr.
Twr.
Twr.
1 wr.
Twr.
Twr.
1 wr.
Twr.
Twr.



YCTAHOBKA 0bUHE PEKOMEHAALIHK 10 YCTAHOBKE

1. BbI3biBHYI0 NaHenb peKoMeHAyeTcs ycTaHaBnUBaTh Ha BbicoTe 150 cMm

_________

N oT nona.
2. lMopknioueHue HeobXxoaMMo NPOU3BOLMUTL COMMACHO COOTBETCTBYIO-
'[ ] wen cxeMe NMBO COrNacHo CTUKEpY Ha YCTPOMCTBE C Ha3HAauYeHUeM
oo -’ NpoBOLOB.

3. Bcsa koMMyTauMs [OMKHA NPOM3BOAMUTLCS NPU OTCYTCTBUM NUTAHUSA
BO BCEU cucTeMe.
4. BpeMs 3afepXKu pene OTKPbITUS 3aMKa MOXeT BbiTb HaCTPOEHO B
WEB-uHTepdhence ycTpoicTBa.
5. Wcnonb3yiiTe UCTOYHMKM MUTaAHMS TONBbKO C NOAXOAALMUMU 3NEKTPU-
YeCKMMU NapaMeTpaMi.
6. He yctaHaBnuBauTe BbI3bIBHYIO NaHeNb B MECTAX:
" C TeMnepaTypou, OTINYAIOLLEMCA OT IKCMIyaTaLLMOHHOM
= C BNaXXHOCTbH W YPOBHEM 3arpsisHeHus Bospyxa bonee 95%
* C NoBbIWeHHOW BUbpaLment
* MOBbLIWEHHOI0 UCNapeHus U NapoobpasoBaHus
® C UCTOYHWUKAMM MOLLHbIX 3NIEKTPOMArHUTHbIX nonen

150 cm

Puc. 3 PEKOMEHﬂyEMaﬂ BbICOTA YCTAHOBKU BbI3bIBHOW NaHenu

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



YCTAHOBKA
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Puc. 4 HeobxoanMble 0TBEpCTMS AN YCTAHOBKM BbI3bIBHOM NaHenu
Ha BepPTUKaNbHOMW NOCKOCTH

Pe3nHoBbIN
YNNOTHUTEND

Puc. 5 MopknioueHune 1 yKnagKa KOMMYTaLMOHHbIX Kabenen

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

o

YCTAHOBKA BbI3bIBHOH NAHENH

Bbi6epute TMN U MECTO AN YCTAHOBKM NaHENMU.

Hakneite opMy fns TOUHOrO MOHTaXKa Ha MECTO YCTaHOBKM B COOT-
BECTBMM C BbIBPAHHbBIM TUMOM YCTAHOBKM.

MpocBepnute Heo6xoauMble OTBEPCTUS B CTEHE ANS KO3bipbKa WK
KpOHWTEeMNHa.

Ypanute dopMy AN TOUHOrO MOHTaXa.

MogKnounTe BbI3bIBHYH NaHENb COMMAcHO CXeMaM NOAKIUYEHHUS.
3admKcupyiiTe Bbi3bIBHYHO MaHeNb Ha KO3bipbKe UM KPOHWTEHHE C
MOMOLLbI0 BUHTA CHU3Y.



YCTAHOBKA

Pe3uHoBbIl KoHHeKTOp
YNAOTHUTENb RJ-45
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Puc. 6 YcraHoBKka KOMMYyTauusa BbI3bIBHOW NaHenu ¢ MOMOLLbH KO3bIPbKa

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



YCTAHOBKA

]

PesnHoBbIN

YnnoTHUTeNnb

Puc. 7 YcraHoBka u KOMMyTauua BbI3bIBHOW NaHenu ¢ NOMOLLbH Kponuneﬁna

22

KoHHekTOp
RJ-45

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT
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YCTAHOBKA

CTPYKTYPHAfl CXEMA CUCTEMblI

w

Puc. 8 CtpykTypHas cxeMa cucTeMbl

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT




YCTAHOBKA CXEMbI MOAKJTIOYEHHS

Cetb (PoE) - craHpapTHbIN MHTepdeiic RJ-45 ona nogkniouenus K PoE

=1 microSD CETb (PoE) Unun 06bIYHOMY KOMMYyTaTOPY. I'Io,u,p,ep)lfusaech TexHonorus PoE no cra-
Hapaprty IEEE 802.3af c MakcumanbHou MowHocTb 15.4 Br.
1 |+12B 1 [BXOA41 .
microSD - cnoT Ans ycTaHOBKU KapTbl NaMsTH.
2 | OBbLL. 2 | BXOon4 2
+12B - nutanue ot BHewHero uctouHuka DC 12 B
3 |H.P 3 |+5B OBLL. - 06wuit koHTaKT (3eMns)
4 | oBLL.P. 4 |po H.P. - HopManbHO-pa3oMKHYTbIM KOHTAKT pene
OBLLP. - 06wuit KOHTaKT pene
5 |H.3. 5 | D1 H.3. - HopManbHO-3aMKHYTbIW KOHTAKT pene
6 | ObLl.
BXO[l 1/2 - Bxop, pn9 NopKNIOUYEHUS KHOMKK BbIXOAa/maTuuka asepu/
7 | RS- OMC (tun Bbi6upaetca 8 WEB-untepdeice)
8 |Rs+ +5B - nutanue BHewHero cuuteiatens DC 5B 100 MA
DO - uHTepenc Wiegand Data 0

D1 - nHtepdeitic Wiegand Data 1
Puc. 9 MpoBofHbIE MHTEPEIChI BbI3bIBHOM NaHENN OBLL. - o6umit KoHTaKT (3eMns)

RS- - uHTepdenc RS-485-

RS+ - uHtepdenc RS-485+

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



YCTAHOBKA

BNNOK MUTAHUA

+12B @ @ +12B
OBLL. @ @ ObLL.

[ O ; 3AMKA

B/IOK MUTAHUA

BHUMAHMUE!
@ 1. PekoMeHayeTCs UCMONb30BaTh PasHble UCTOUHUKN NUTAHMS ANS BbI3LIBHOW NaHenu u
- 3aMKa.
2. [Ina 3awuThl BbI3LIBHOW NaHenu HeobxoauMo napannenbHo 3aMKy B o6paTHoil nonsp-
------------------------------------------ HOCTM YCTaHOBMTb 3aWuTHbIi o, IN4D04 (BXORMT B KOMANEKT), ECAN KOHCTPYKLMEN
3aMKa 3T0 He NpefyCcMOTPeHo.

| 3AMKA

Puc. 10 lMopkntoueHne 6noka NUTaHKS U 3aMKa

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



YCTAHOBKA

BXOO01@ o
KHonka Bbixoga/
BXO402@ | of Oatuuk nsepu/
Z:@ onc
+5B @ @®+5B
DO@ @ Do BHELLHUI
DI@® @ D1 cumnTbiBaTeNb
OBLl. @ @ OBLL.
RS- @ O RS- YcTpoiicTBa

Bbixoa/Wiegand/RS-485

Puc. 11 MopkntoueHne KHONKM BbIXofda, patunka peepu, OMNC, cuutbisaTens

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



NOAKNIOYEHHE BbI3bIBHOH NAHENH K BUAEOAOMO®OHY

BbICTPbIH CTAPT

War 1
lMopkntounuTe BbI3bIBHYH NaHenb, BugeonomModoH 1 MK B ogHy nokanbHyo
CeTb K 0LHOMY KOMMYTaTOpy MU MapLipyTU3aTOpY.

NEPCOHANbHbI KOMNbIOTEP

Mapamerp 3HaueHue

IP-appec 192.168.1.2 ——
Macka nogcetu | 255.255.255.0 S 8] 8 1 1
LWnto3 192.168.1.1 ]DDDEDDDE

—
Bbl3bIBHAS MAHEJIb 1 ) BWOEOJOMO®OH 1
Mapametp 3HaueHue e Mapametp 3HaueHue
lom 1 ! | Jom 1
Mogbesn 1 - Mogbesn 1
MoMeweHmne 1 @ MoMeuLeHne 1
VctpoitcTBo 1 YcrpoiicTBo 0
IP-appec 192.168.1.100 IP-appec 192.168.1.101
Macka nopcetn | 255.255.255.0 Macka nopgcern | 255.255.255.0
Llinto3 192.168.1.1 LWnto3 192.168.1.1

Puc. 12 MapaMeTpbl HacTPOeK NPy NOLKIOUYEHNUM OGHOM BbI3bIBHOW MaHEN K 0GHOMY BUAEOAOMOGOHY

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT




BbICTPbIH CTAPT

@ Smart Home And Intercom Syste % |+ o = = BEM|
C A Hezawwweno | 192.168.1.100/#/login B e & % 0O a
KM
A admin
& 123456
3 3znomHuTs |
Bxoa

Puc. 13 OkHo aBTOpM3aLuu

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

War 2

Lna Bxopna B WEB-uHTepcheic B apecHoM CTpOKe UHTepHeT-6paysepa
eeeauTe IP-agpec Bbi3biBHOW NaHenu - 192.168.1.100

[lanee B 0KHe aBTOpM3aLumK BBefUTE NOruH - admin 1 naponsb - 123456

LOAHHbIE 719 BXOJA B WEB-UHTEP®ENC N0 YMOJTYAHUIO

IP-appec 192.168.1.100
Noruu admin
Maponb 123456

BHUMAHUE!
@ 1. Ecnm IP-appec ycTpolicTBa 0TIMUAETCS OT YCTAHOBEHHOO N0 YMONUYAHHIO, TO er0 MOX-
- HO y3HaTb C noMowwbto yTunuTbl System Tools, koTopyto MOXXHO ckauaTb € 0hULUANBHOTO
caitta www.novicam.ru. MHdopMauus no pa6ote ¢ yTunuToit Haxoputcs B MpunoxeHusix
paHHoro PykoBopcTBa.
2. Mpu HeobxopumocTy IP-appec No yMONYaHUIO MOXHO U3MEHUTb B MeHo UHTepkoM —
Cetb.
3. IP-appeca yctpolicTe (BbI3bIBHOM NaHenu, BupeogoMothoHa, MK) pomkHbl npuHapne-
)aTb OfHOW NOACETH, TO ecTb NepBble Tpu Tpuadpl IP-appeca AOMKHbI BbITb UAEH-
TUYHBL.



BbICTPbIH CTAPT NOAKNIOYEHHE BbI3bIBHOH NAHENH K BUAEOAOMO®OHY

War 3
novicom 3anpute B MeHto Hactpoek BupeonoModoHa.

e B = 0

4 BOCKPECGHbE ; I'IaHerm Kamepbl (O GELE

e

Bbi3oB CoobLeHns XKypHan

Puc. 14 TnaBHOe MeH0 BUA,EOROMOGOHA

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



BbICTPbIH CTAPT NOAKNOYEHHE BbI3bIBHOH MAHENH K BUAEOAOMO®OHY

War 3

naponb Ans BXofa B MeHio - 123456.
0buwue

Wi-Fi

Maponk

He 6ecnokouTb
MaHenwn
Mepe3arpy3ka

O cucreme

Puc. 15 Bxop B MeHto [lapameTpbl

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



BbICTPbIH CTAPT NOAKNOYEHHE BbI3bIBHOH MAHENH K BUAEOAOMO®OHY

War 4
OCHOBHbIe NapamMeTpbl VcraHoeute IP-appec ans BugeonoModoHa, 0TAMYAKOUWMIACS NOCNeaHel
Tpuapou ot IP-agpeca Bbi3bIBHOW NaHeny, Hanpumep 192.168.1.101.
pHer (@)

IP-appec 192.168.1.101

SIP Macka nogcetu 255.255.255.0 2

Maponk Wnios | 192.168.1.1 |

C6poc DNS | 88838 |
vSIP | |

Puc. 16 CeTeBble HacTpoiiku BUA,EO0R0MODOHA

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



BbICTPbIH CTAPT NOAKNOYEHHE BbI3bIBHOH MAHENH K BUAEOAOMO®OHY

War 5

OCHOBHbIe MapameTpbl 3aitpute B MeHio YcTpoiicTBO Ha BUI,EOf0MOthOHE U Y6epuTech, uTo napa-

metpbl flom, Mogbesn, MoMewenune Ha BUREOAOMOGOHE aHANOMMYHBI 3TUM
e napameTpaMm B MeHto IHTepKoM — YcTpoMCTBO Ha BbI3bIBHOM NaHEeN!.

CeTb o

YcrpoiictBo

5

Maponk YcTpoiicTso

Mogwesg

SIP MomeleHne

C6poc Kog cuHxpoHu3aLmm 732557

Puc. 17 Mento YcTpoiicTBo Ha BUAE0A0MothoHe

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



BbICTPbIH CTAPT

novicam P S —

| Yerpoiicreo

& Useprom
Verpoiicreo, |
* fAom®
Cere 1
1P * Mogwesa ©
Tpynna 1
& focryn v * Mowewerine ©
- 111
® Npoues .

* Yerporicree

1

Puc. 18 MeHio Yctpoitcto B WEB-uHTepdeiice Bbi3biBHOM NaHenu

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



BbICTPbIH CTAPT NOAKNOYEHHE BbI3bIBHOH MAHENH K BUAEOAOMO®OHY

Hactporiku

0buwue

1 10001010001 Brgga BW/TTAO1
Wi-Fi ! I-.

He 6ecnokouTb

Hepe3arg

O cucreme

= y 4
MapameTpb| N b ?ﬂ\ C= & CoxpanuTb
2 4

Puc.19 MeHio MaHenu Ha BuaeoaoMotoHe

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

War 6
3aigute B MeHio Hactpoiikn — Mauvenu Ha BugeopnoModoHe. Monuckom
HalauTe Bbi3bIBHYI0 NaHeNb, BbIAENUTE ee U HaXMuTe CoXpaHuTb.

War 7

MpoTecTupyiTe NOAKNHYEHHUE, HAXXaB KHOMKY Ha BbI3bIBHOW MaHENy.

BHUMAHWE!
MpuMepbl BCeX KOHBUrypaLuuin CUCTEM MOXHO NOCMOTPeTb B [PUAOXeHUAX AaHHOro
W PykoBogcTBa.



HACTPOHKA 1. BX0[ B WEB-HHTEP®ENC

@ Smart Home And Intercom Syst= X | =+ v D
C A Hezawwweno | 192.168.1.100/#/login B e & % 0O a
Pyccku
A admin
& 123456
3aNOMHUTE MeHs
Bxoa

Puc. 20 OkHo aBTOpM3aLMK

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

Lina Bxopa B WEB-uHTepdheic B agpecHoi CTpoKe UHTepHeT-6paysepa
Heob6xopuMo BBecTH IP-appec BbI3bIBHOM NaHeNy.
[lanee aBTOpPU3NpYHTECD, 3aNOSIHWB NONS IOTUH U NapoNb.

LOAHHbIE 719 BXOJA B WEB-UHTEP®ENC N0 YMOJTYAHUIO

IP-appec 192.168.1.100
Noruu admin
Maponb 123456

BHUMAHUE!
@ 1. Inq Bxona B WEB-uHTepthelic BbiabiBHas NaHenb v MK fomkHbI husnuecku 6biTb nog-
- KMHUeHbl K 0fHOMY KOMMYTaTopy UK MapLipyTU3aTopy, a Takxe IP-agpeca ycTpoicTe
LOMKHbI NPUHaANeXaTb 0QHOW MOACETH, TO ecTb NepBble Tpu Tpuadsl IP-agpeca
BOMKHbI 6bITb UOEHTUYHDL.
2. Ecnu IP-appec ycTpoiicTBa 0TNIMYAETCS OT YCTAHOBIEHHOTO N0 YMONUYAHMIO, TO ero MOX-
HO y3HaTb c noMowwbto yTunuTbl System Tools, koTopyto MOXKHO ckauaTb € oML UaANBHOTO
caitta www.novicam.ru. MHdopMauus no pa6ote ¢ yTunuToit Haxoputcs B MpunoxeHusix
paHHoro PykoBopcTBa.
3. ins 6e3onacHoro MCnonb3oBaHWUS HaCTOATENbHO PEKOMEHAYeTC U3MEHUTb Naponb
Monb3oBarens admin. Coenatb 310 MOXHO B HACTpoiKax ycTpoicTea yepes WEB-uH-
Tepoeiic.



HACTPOHKA

novicam

Wndopmauns | I Mpogykt

Bpemn STRICT MR IP

ES:51:9E:43:17:13

| cem

Buiktouero

192.168.1.1

None

None

NOVICAM_STRICT_MR_IP_v.1.0_.20240927 ~ BC:F&:11:03:3B:1A

1.6.0 20240719 1.1.0 20240812

192.168.1.100 255.255.255.0

8888

Buikntouero

Buikniouero

2. OBIME HACTPOHKH

2.1. UHOOPMALUS

B maHHOM nogpaspaene otobpaxaetcs MHtopMaLus 06 yCTponcTBe, TeKy-
lwWe ceTeBble HACTPOMKK, @ TaKXkKe CTaTyC NoaKnYeHus no npotokony SIP.

NPOOYKT

Mopenb Mopenb ycTpoicTBa

Bepcusa npowuskm Bepcus ycTaHOBNEHHOW NpOWMBKH

MAC-appec VHuKanbHbli MAC-appec ycTpoicTBa A9 NPOBOLHO-

ro nogKn4yeHud

MAC-appec Wi-Fi

VHukanbHblih MAC-agpec yctpoictea ana 6ecnpoBo-
LHOr0 NOAKMYEHUS

Puc. 21

Noppaspen UHdopmaums

Framework Bepcus Framework yctpoicTea

ul Bepcua rpadmueckoro uutepdeiica

CETb

DHCP Craryc DHCP-knueHTa (cnyx6a aBToMaTMyeckoro no-
nyyeHus IP-agpeca)

IP-appec Tekywmu IP-agpec ycTpoicTBa

Macka nopcetu Macka nopcetu ycTpoidcTBa

Wntos IP-appec wnto3a

DNS IP-appec DNS cepsepa

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

SIP

AKKayHT WUms SIP-akkayHTa

Cratyc CocrosiHue nogkntoueHus k SIP-cepsepy

IP CMS IP-appec MK ¢ yctaHoBneHHoi CMS (HeakTyanbHo)
Cratyc CocrtosHue nogknioueHus K CMS (HeakTyanbHo)

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

novicam ® Pyeouni v Npmer, admin-

Paspewenie Buae0

12804720

Mapons

| TpomkocTh

Vrrepront

Cncrema

| Kapra namamm

OBLuan eMKOCTE KapTh!

0.00 MB

Venonssyenan enkocrs kapTsi

0.00 MB

Puc. 22 MNoppaspen OcHoBHble

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

2.2. OCHOBHbIE

B naHHOM noppaspene MoXXHO BbiBpaTb f3bIK N0ONb30BaATENbCKOM0 UHTEp-
theiica, paspelweHne BULEONOTOKA C KaMepbl, HACTPOUTb FPOMKOCTH 3BY-
Ka, NoCMOTpeTb MHopMaLMio 06 YCTaHOBNEHHOW KapTe NaMsATH, @ TaKxe

oTdhopMaTMpoBaTh ee.

OCHOBHbIE
A3bIK Bbibop s13blka Nonb3oBaTeNbCKOro HTepthenca
PaspeweHnue Bbibop paspeweHus BuEONOTOKA:
19201080
1280x720
640x480
FPOMKOCTb
UHTepkoM poMKocTb pa3roBopa HacTpauMBaeTcs B UHTepBane oT
1poé
Cucrema poMKocTb Menogum Bbi30Ba HacTpauMBaeTcs B

uHTepsane ot 180 6

KAPTA MAMATH

Obwas eMKOCTb KapThl

061ww,as eMKOCTb YCTaHOBNEHHOM KapTbl NaMaTH

McnonbayeMaq €MKOCTb KapThl

3anonHeHHasi eMKOCTb KapTbl NaMATH

®opmatupoBatb

qJYHKLIMSI OYUCTKHK KapTbl NaMATU. PEKOMEHJJ,YETCFI
BbINOJIHUTb Nepen UCNnosib30BaHNEM KapTbl NaMATH.




HACTPOHKA

2.3. BPEMS
novicam ® Pycoowi v Moo, aomin
- B naHHOM nogpasgene MOXHO HacTpPOUTb CUCTEMHbIE BpeMS U party, a
& oo o TaKxkKe (YHKLMI0 UX aBTOMaTUYeCKoU CMHXpoHu3aumm c NTP-cepeepoM.
e | * Jlata/Bpemn
N [P BPEMS
s CMHXpOHM3aLMs BpeMeHu ABToMaTMUecKas CMHXPOHU3ALMS BPEMEHU U [aThl C
B Cogmem NTP-cepsepom
Nata/Bpems Hactpounka patbl U BpeMeHU BpyUHYH
| evsee spen Appec NTP-cepsepa Appec NTP-cepBepa pnsi CMHXpPOHM3aLUKU BPEMEHM
yCTpoicTBa
Yacoeon nosc Bbibop uacoBoro nosca

Kowew,

Cagur spenienit

Puc. 23 MNoppaspen Bpems

BHAMAHMUE!
OyHKLMS aBTOMATMYECKOro Nepexofa Ha neTHee BpeMs HeakTyanbHa ans Poccuu.
w

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

2.4. NAPOJIb

novicam
B paHHOM noppaspene Npou3BOAUTCS M3MEHEHMEe Napons Ans BXoga B
S fT— WEB-unTepdeic ona Monbsosatens admin.
| ' [lns u3MeHeHus napons Heob6xoAuUMo BBECTM CTapblit naponb (no ymon-
— yaHuio - 123456), nanee BBECTH HOBbIN Naposb U €ro NOATBEPXKAEHME.

Puc. 24 MNoppaspen Maponb

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

2.5. CACTEMA
novicam o
B paHHOM noppaspene MOXHO BbIrpy3uTb UNKU 3arpyauTb pesepBHbIU
. | cucrema ¢ann KoHduUrypaumum, 06HOBUTL NPOLWMBKY, Nepesarpy3uTb YCTPOMCTBO
come | ronos somposses socomonmre UNK cOPOCUTb HACTPOMKM K 3aBOMCKMM NapaMeTpaM, a TaKKe BbIrpy3uTb
S oo oo | i | Habop M306paXKeHUN U XXypHan cobbiTMM LN nocnepyrwWwein oTNpPaBKu
paspaboTuukam.
Puc. 25 Bknapka Cepsuc u3 nogpasgena Cucrema
novicam Y ——
7 ;:: - | Cucrema
e BHUMAHVE!
A J - Cbpoc HacTpoeK Ha 3aBOACKMUE MOXKHO aNbTePHATUBHO BbINOMHUTb 3a)XaTUeM Ha 5 CeKyHA
W kHonku Reset, KoTopas pacnonoxeHa Ha 3ajiHeil CTOPOHe BbI3bIBHOW NaHeny.

Puc. 26 Bknapka Otnapgka u3 noppasgena Cuctema

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

novicam

3. HHTEPKOM

3.1. VCTPOWCTBO

[laHHbI Nogpa3pen MeHK NpefHasHayeH AN HaCTPOMKM MONOXKEHHUS
YCTPOMCTBA B CUCTEME.

NMAPAMETP NMPUHUMAEMBIE 3HAYEHUSA
JloMm 1-999

Mopbesp, 1-99

MNomeweHue 0-9899

VcTpoicTBo 1-9

Puc. 27 Mogpaspen YcrpoiicTBo

BHUMAHUE!
MpuMepbl KOHGUrypaLmit cucteM cMoTpute B MpuUnoxeHusx gaHHoro PykoBopcTea.
w

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

_ 3.2. CETb
novicam
LlaHHbI# noppa3gen MeHo npegHa3HayeH Ang HaCTPOMKU CETeBbIX Mof-
v w KNIOYEHMUH.
B ETHERNET
e e DHCP AKTUBaLUMS aBTOMaTUYECKOro MONYYEHUS CeTeBbIX
e - es Hactpoek ot DHCP-cepBepa MapwpyTtusartopa
L o IP-appec Hactpoitka IP-agpeca ycTpoicTBa BpyuUHYH0
Macka nopcetu Hactpoitka Macku nogcetu
| v Wnto3 Hacrpoika IP-appeca wnio3a
DNS Hactpoitka IP-agpeca DNS-cepeepa
WI-FI*
Wi-Fi \ AxkTtuBauusa nogkntoueHus K cetn Wi-Fi
| oo ¢ CETb 019 MHTEPKOMA*
Ethernet/Wi-Fi Bbibop ceTu gns cBA3M BbI3bIBHOW NaHenu C BUAEO-
_ [,OMOOHOM
PETMCTPALUA B CMS
Puc. 28 Moapaspen Cetb CMSIP ‘ HeakTyanbHo

* - tonbko gna STRICT MR IP WIFI

BHUMAHUE!
Mpouecc nopkntoueHus BoiabiBHOW NaHenu kK 6ecnposogHoit Wi-Fi cet MoxHo nocMotpetb
W B lpunoxeHusx gaHHoro PykoBogcCTEa.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

novicam

Mpoxan cepeep * Mopr

CoxpaHuts

3.3. SIP

[laHHbIX Nofpasfen MeHHo NpefHasHayeH ois HaCTPOUKM NOAKIIOUYEHNS No
npotokony SIP. Bce HacTpoiiku ons SIP-nogknioueHus BbigaeT npoeangep

unu snageneu, SIP-cepeepa.

SIP

SIP

AktuBauusa/feaktuBauusa pabotbl no npotokony SIP

OTobpaxkaemMoe ums

Uma pns otobpaxeHus

WUMs perucTpauum

Ums, 3aperucrTpupoeaHHoe B cucrteme

MMa nonb3oBartend

Norun SIP-akkayHTa

Maponb

Maponb ot SIP-akkayHTa

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

Puc. 29 Moppaspen SIP

SIP-cepsep

Anpec SIP-cepeepa, KoTopbi MoXeT 6biTb NpefcTaB-
neH Kak B Buge |P-appeca, Tak 1 B BUAE [LOMEHHOrO
UMEHM.

Mopt no ymonuaHuio: 5060

lpokcu cepsep

Appec ucxopsiwero npokcu cepsepa
Mopt no ymonuanuio: 5060

TpaHCNopTHLI NpoTOKON

Bui6op TpaHcnoptHoro npotokona SIP: UDP/TCL/TLS

BupeoHarpyska

Bupeonarpyska B guanasoHe ot 96 po 127




HACTPOHKA

: 3.4.TPYNMNA
novicam @ Pyccai v TMpwser, admin v
J o e B nopMeHto [pynna MOXHO HacTpoUTb BbI30B HECKONbKMX aBoHEHTOB (MaK-
cuMyM 6) B pexxumax Opuu 3a apyrum unu Bee cpasy no HaXxaTuio KHOMKMU
Ha BbI3bIBHOW NaHenu. [lns atoro B HacTpoikax Mpynnbl Hy)XHO BbiGpaTh
pexum Habopa u ykasaTb HoMep [loMelwienns, a Takxe Heckonbko IP unu

Fpynna | Ne Momeuenve Homep Devictame

. , SIP-appecoe aboHeHTOB A1 BbI30BA.

1 192.168.1.101;192.168.1.102 4

1]
rPYMMA
Pexxum MoppepxuBaetcs 2 pexxuma pabotbr:
1. OpuH 3a apyrum. BoisoB bypet nepepaBatbes abo-
Puc. 30 Moppaspen Mpynna HeHTaM no oyepenu

ABOHEHT 1
ABOHEHT 4 O O ABOHEHT 2

ABOHEHT 3

2. Bce cpasy. BbizoB noctynaer ogHOBPEMEHHO KO
BCEM BblBpaHHbIM aboHeHTaM

ABOHEHT 1 ABOHEHT 2 ABOHEHT 3 ABOHEHT 4

O O O O
@ BHUMAHME! T T T T

Mpu ykasaHuu Homepa MoMeweHUs ANS rpynnbl He JONYCKaliTe ero COBNaeHus C yxe
W npucoBeHHbIM HOMEPOM NOMELLEHNs K KakoMy-nnbo yctpoicTey. B npotuBHOM cnyuae

BbI30B YCTPOFICTBB C coBnagawuMm HoMepoM 5YJJ,ET NPOU3BOAUTLCA ABAXAbI.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

novicam

Puc. 31 Moppaspent BoizoB KoHcbepxa u HacTpoitku

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

B maHHOM nogpaspaene no HaXkaTuo KHOMKM Ha BbI3bIBHOW NaHENN MOXHO
HacTpouTb BbI30B aboHeHTa no npotokony SIP. CM. SIP BbI3oB B Tabnuue

HUXe.

KOHCBEPXX

BbioB KOHCbepXa

3necb 3anonHsercs IP unu SIP-agpec KoHcbepxa:
06biuHbiif Bbi3oB (IP): HeobxopuMo ykasatb IP-appec
abOHEHTCKOro YCTPOMCTBA, Ha KOTopbl BymeT ocy-
WeCTBNEH BbI30B.

Hanpumep, sip:192.168.1.102

roe 192.168.1.102 - IP-appec BbisbiBaeMoro aboHeHTa.

SIP-Bb130B: Heobxopumo ykasatb SIP-akkayHT abo-
HEeHTCKOro ycTponcTBa (Mg nonb3osatens@SIP-cep-
BEp:NopT), Ha KoTopbli 6yper ocywecTBieH Bbi30B.
Hanpumep, sip:101@192.168.1.102:5060

roe 101 - uma SIP-akkayHta, 192.168.1.201 - appec
SIP-cepsepa, 5060 - nopt SIP-cepgepa.




HACTPOHKA

HACTPOWKM

Tun Habopa MoppepxuBaertcs ABa pexuMma:
HopManbHbiit
Moetop (pexxum po3eoHa pnsa SIP-BbI30BOB)

Bpemsi Habopa Bpemsi, B TeueHue kotoporo bypner NpousBOAUTHCS
BbI30B ab6OHEHTA, MO UCTEUYEHUID KOTOPOro OH TaKXe
bymet aBToMaTMuecku 3aBepuwe (10, 20, 35, 45, 60, 90,
120 cekyHp).

Bpems pasrosopa Bpemsi, no ucteueHno KOTOpPoro pasrosop ¢ aboHeH-
ToM 6yper aBToMaTUuecku 3aeepuweH (120, 300, 600,
1200, 1800 cekyHp).

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA 4. 1OCTYN

novicam

Pene DTMF 3anepwa pene Bpewmsa npoxosa

4.1. KOHTPOJIb AOCTYNA

. | rone B maHHOM MeHI0 MOXXHO HAaCTpPOMTb NapaMeTpbl paboTbl pene (3amepXKu
A oo nepep, pa3bnoknpoBKoii M Nocne), peakuum Ha cpabaTbiBaHWe TPEBOXKHbIX
BX0A,0B (KHOMKM BbIX0[,a, AaTUMKA LBEPHU U OXPAHHO-TOXKAPHOM CUTHANU-
3auum (OMC). 3gechb e MoXxHO fo6aBuTb MacTep-Knioy ons ynpaenexus
Nonb30BaTeNbCKUMU KIHOUYAMM.

Hacrpoitka Pene 1

PEJE

Pene 1

| o DTMF
@ v

Komanpbl pnsa pasbnokMpoBkK pene B cUCTEMe [BYX-
TOHaNbHOr0 KOJMPOBAHUS:

Pene 1: #

Pene 2: 0

Pene 3: *

3apepxka pene

Puc. 32 Moppaspen Kontponb goctyna

Hactpoiika BpeMeHu 3apepXku nepep, pa3bnokupos-
Kot 3aMKa B UHTepBane 1-9 cekyHp,

Bpems npoxopga

HacTpoiika BpeMeHu nocne pasbnokMpoBKM 3aMKa B
uHtepsane 1-9 cekyHp,

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

PEJIE

TpeBOXHble BXofbl 1-2

HacTpoiika peakuuu pene Ha Ha)XkaTue KHOMKM BbIX0-
na, cpabatbiBaHue aBepHoro gatumka v Of1C.

Mpumeyvanus:

1. MNpu nopKnOYEHUU KHONKM BbIXOA,A K COOTBETCTBY-
loWweMy TPEBOXXHOMY BXOAY MOXKHO HaCTPOUTb Mo ee
Ha)xaTUH pa3bnoKUpoBKy 3aMKa.

2. Mpy nopKNKOYEHUM AaTumuKa fBEpU K COOTBETCTBY-
folweMy TPeBOXHOMY BXOAY MOXHO HacTpOWUTb ne-
pepauvy ero coctosiHUs Ha Macrep-craHuuio.

3. Npu nopkniouyeHun cyxux KoHtakroB OfC Kk co-
OTBETCTBYHLLEMY TPEBOXHOMY BXOZY MOXHO Ha-
CTPOMTb Pa3bnoKUPOBKY ABEPU B Upe3BblYaMHBIX
CUTyauusIX.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT
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KJ1Ho4

Macrep-kntoy

AkTtuBaums Mactep-kntoua gnsa nobasneHus unu ypa-
NeHusa nonb3oBaTeNbCKUX Knwoven. [ng pobaBneHus
MacTep-Kknioua aKTUBMpYMTE €ro M CuuTaiTe Koy
thopmara Mifare. Kak nonb3oBatbca Mactep-kniouom
MOXXHO MoCMOTpeTh B pasgene Tunosbie onepauuu.

MoctaHoBka/CHsATHE

MocTtaHoBKa/CHATHE C OXpaHbl/HAa OXpaHy C NOMO-
Wbl MONb30BaTENbCKUX KNlouen (HeakTyanbHo ang
MoHuTopoB cepuu Novicam™ IMPULSE).

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT
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novicam PR —

4.2. NOJIb3OBATENN

| nomsosmren [laHHOe MeHIo npefHa3HaueHo ANd agMUHUCTPUPOBaHUS 6a3bl LaHHbIX
ymma  © nonb3oBaTeNeil CUCTEMbI KOHTPONS focTyna. 34ech MOXHO A,06aBUTb UK
ynanutb nonb3oearenen RFID-kniouen.
[]

Puc. 33 Moppaspen Monb3oBatenu
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HACTPOHKA 4. IOCTYN

4.2. NOJIb30BATEJIN

— MNepen pobasnennem Monb3oBatens pekoMeHpyeTca Aob6aBuTb rpynny,
K KOTOpPOW OH BypeT npuHapgnexatb. na pobaenexus Monb3oBatens
3afaliTe UMs, NoMeleHUe, TUN, a 3aTeM HaXMUTe KHonky CuuTtaTb u
nopHecute RFID-KNOY K CUMTbIBaTENIO HA Bbi3bIBHOM NaHenu. OgHoMy
Monb3oBatento MoXKHo NpUcBouTb 00 3 Knouen. Npu HeobxoguMocTy Nko-
boro lNonb3oBaTens Bcerpa MoXHO AeakTUBUpoBaTh narom Craryc unu
NpoCTO YAANUTb €ro 3anuco.

Llns pe3epBupoBaHUs U BOCCTaHOBNEHUS 6a3bl AaHHbIX [onb3oBaTenei ee
MOXHO 3KCMOPTUPOBaTb B 0THeNbHbIM CSV-thain. Ong ynobcrea ucnonb-
30BaHUS TYT XKe UMEETCS MOMCK N0 UMEHU, NOMELLEHUIO U ONpefeneHHOMY
HOMepy Knwua.

Puc. 34 [lo6aBneHue Monb3oBatens

9JIEMEHT OMNMUCAHUE

Umsa Mounck no umenu Monb3oBatens

MomeweHue Mouck no HoMepy noMeLLeHus

Kntoy Mouck no Homepy Knroua

C6poc KHonka ouucTKM noneit noucka

VYpanutb BCe KHonka ynanenus ecex lNonb3oeatenent

Umnopt WUmnopt 6a3bl AaHHbIX Monb3oeatenen us CSV-taina
Jkcnoprt Jkcnopr 6a3bl faHHbIX Monb3oeateneit B CSV-dann
Jlo6aBuTb KHonka po6aBneHus MNonb3oBatens
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HACTPOHKA 5. MMPOYEE

po— 5.1. BUOAEO
J | frsenorec B maHHOM MeHI0 MOXHO K Bbi3bIBHOM NaHenu npuesa3satb Ao 4 RTSP-notokoB
T e C BUL,EO0KAMep UM BULeoperucTpaTopa, ytobbl B TeueHue pasrosopa C
@ ’ | noceTuteneM Ha AOModoHe MOXHO 6biN0 CMOTpeTb BULEO0 HE TONbKO C
o Kamepbl BbI3bIBHOM NaHeNM, HO U C [,OMONHUTENbHBIX UCTOUHUKOB.
[ram— - Iinq Toro, uto6bl a0 pabotano Bbibepute Kanan RTSP 1 pob6aBbTe pabouyto

RTSP-ccbinky Ha Bupeo.

[lna npocMoTpa BUA,EO C AONONHUTENbHOW KaMepbl BO BPeMs BbI30Ba WK
MOHMTOPUHTA HAXXMUTE Ha UKOHKY KnaBuaTtypbl. [Lns npocMoTpa CooTBeT-
CTBYIOWLEN BUL,EOKAMepbI UCMONb3YUTe Luchpbl OT 2 A0 5, a ANs npocMoTpa
__ BU[LE0 C BbI3bIBHOW NaHenu Habepute uudpy 1.

| sen s 3NEMEHT OMUCAHUE
RTSP-Bupeokopek Boi6op Bupeokopeka pna RTSP-notokoB (H.264 wnu
H.265).
Puc. 35 Tloapasnen Baneo MNpuesska RTSP-noTtokoB ABTO Mnu Bcerpa BbIKNOYEH.
Kanan RTSP Bbibop ogHoro U3 4 kaHanos ang HacTpoitku RTSP-no-

TOKa, Ha KOTOpbl MOXHO BYLeT mepeknuuTbCs Ha
AoModoHe BO BpeMs pasroBopa.

URL RTSP-ccbinka Ha BUA,EOMNOTOK.
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HACTPOHKA

novicam

UyBcranTensHOCTs

*Bpewn O

3anice Ha kapry

Puc. 36 Hactpoitka [leTekTopa gBUXKEHHS

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

5.1. BUAEO

KpoMe 3toro, B 3TOM )Xe nogpasgene MoXeT 6biTb HACTPOEH NPOrpaMMHbIM
AETEKTOP ABWKEHUS, MO CUrHany Kotoporo 6yayT coxpaHaTbes thotorpatuu
Ha npepycTtaHoBneHHy microSD. Tyt MoxHo BbibpaTb 30HY ans 06Hapy-
XXEHUS IBUXXEHUS U YYBCTBUTENBHOCTb fETEKTOpa.

BHUAMAHUE!
@ 1. BoisbiHas naHenb Novicam™ STRICT noppepxuBaloT KoppeKTHY0 paboTy TonbKo ¢
w KapTaMu naMsTi, UMeloLMMn cKopocTb 3anuck He Mexee 10 M6/c (knacc 10 v Bbiwe) u
06beM po 32 I'6 BkntountenbHo. NpepBapuUTenbHoO KapTa fomxkHa 6biTb oThopMaTUpOBHA
Ha MK 1 cpepcTBaMu BbI3bIBHOM NaHenu, a Takxe UMeTb thainnoyto cucteMy FAT32,
2. ®otorpathmu, coxpaHHble Ha KapTe NaMsTH N0 BETEKLUN ABKEHMUS, MOXHO NOCMOTPETb
Tonbko Ha [K.



HACTPOHKA

. 5.2. HTTP-COBbITUE
noavicam @ Pyccanii v Mpwser, admin
o @ e B naHHOM noapasaene MOXHO HacTpOUTb PasbnoKMpOBKY 3aMKa Ha pyroii
e N BbI3bIBHOM NMaHeN No CoBbITUIO, IPOUCXOASAEMY Ha BbI3bIBHON NaHeNM.
@ e+ e Hanpuwmep, no Bbi3oBY, CGpocy BbI30Ba, CpabaTbiBaHUI0 TPEBOXHOIO BXOAA,
- cunTIBaHMI0 Kntoya Ha Novicam™ STRICT MoxHo pa3bnokupoBaTh 3aMoK,
NOAKIKYEHHbIN K BbI3bIBHOW NaHenu Novicam™ FORWARD.

Pene 1 BKAMOUEHO

Pene 1 BbikNtOuEHD

Bxoa 1 cpaGartbieatie

BXOA 1 33KDHIT

CunTbIBaHVE AEFCTBUTENEHO KAKOYa

CunTBIBAHME HEAEHCTEMTENBHOIO KAtOYa

Puc. 37 Moppaspen HTTP-cobbiTne

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



HACTPOHKA

BHUMAHME!

Ilng nonyuenus ppyroro napons B cucteMe MD5 Bocnonb3yiitech N06bIM [OCTYMHBIM

W ounaitH-reHepatopoM.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

Hanpumep, ons pa36nokMpoBKK 3aMKa Ha Bbi3biBHOM NaHenu Novicam™
FORWARD no Bbi3oBy ¢ naHenu Novicam™ STRICT Heo6xoauMo B cTpoke
BbizoB ykasatb URL Bupa:

http://IP-agpec/cgi-bin/webapi.cgi?api=unlock&index=pe-
ne&username=norun&password=naponb

roe IP-appec - IP-agpec Bbi3biBHoM naHenu Novicam™ FORWARD

Pene - HoMep pene oS aKTUBALLMUK

(0 - pene 1,1 - pene 2, 2 - pene 3)

Noruu - umsa MNonbsosartens

Maponb - napons Monb3oBatens

Hanpumep, http://192.168.1.100/cgi-bin/webapi.cgi?api=unloc
k&index=0&username=admin&password=123456

URELS

http://192.168.1.100/cgi-bin/webapi.cgi?api=unloc
k&index=0&username=admin&password=E10ADC
3949BA59ABBES6EQN57F20F883E

roe E10ADC3949BA5S9ABBES6EO057F20F883E - naponb MNonb3oBatens
123456, 3akopupoBaHHbIi B cucteme MD5.



HACTPOHKA

novicam

Buaeo
HTTP co6bitne

e |

I Tamnep

Tpesora

I Mpouee

ONU Penetration

@ Pycaxwid ~ Mprser, admin

5.3. 1ONOJIHUTENBHO

TAMIEP

TpeBora AkTtuBauus/[leakTMBaLMs [aTuMKa TPEBOTW NpU OT-
pbiBe BbI3bIBHOW MaHenu oT MecTa ycTaHoBKM. [pu ak-
TMBHOM TaMnepe U OTpbiBE Bbi3bIBHOW MaHenu bypet
aKTUBMPOBaH 3BYKOBOM CUrHan.

NPOYEE

ONU penetration

CDYHKLI,VIFI nepepayun cMurHana no onToBOJIOKHY.

Puc. 38 Moppaspen [JononHutensHo
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THUIOBbIE OMEPALNH 1. BbI30B

B pPeXXuMe 0XXnaaHUa HaXKMUTe KHOMKY Ha naHenu ang copeplueHnsa Bbi3o-
Ba. [lns 3aBeplieHns Bbi30Ba HaXXMUTE KHOMKY Ha NaHe/In NOBTOPHO. Ecnu
npousouwna owmnbKa unu aboHeHTCKoe YCTPOﬁCTBO 3aHATO, TO Bbi3biIBHAd
naHenb yBegoMUT 06 3ToM KPaTK1MM 3BYKOBbIM CUTHAJIOM.

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



THUIOBbIE OMEPALNH 2. MOHHUTOPHHI

Ona ocyuiecTBiieHUs BVIJJ,EOM306pa)KEHMﬂ nepen BbI3bIBHOW MaHeNbio B
peanbHOM BpeMeHU BblﬁepMTe MKOHKY MaHenu B rnaBHOM MeHI0 foOMOOHA.

@ ¢ PyKkoBOLACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



THUIOBbIE OMEPALNH 3. 1OBABJIEHHE/YANIEHHE NONIb30BATENbCKHX KITHYEH

NOBABJIEHUE C MOMOLLbH MACTEP-KJIOYA

War1

anHO)KVITe MaCTep-Kmoq K CUMTbIBATENIO Ha BbI3bIBHOW NaHenw.

lWar 2

Mpunoxute RFID-knouK, KoTopble HY)XXHO MCMONb30BaTb AJ19 NPoXoaa
nonb3oBaTenei, No ouepeam.

War 3

ﬂpwnox(me MaCTep-KHIO'-I K CUMTbIBATENI0 Ha Bbi3bIBHOW MaHeNn CHOBa
O] BbIX04a U3 peXXMMa nporpaMmMmnpoBaHung.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



THUIOBbIE OMEPALNH

BbIBOPOYHOE YAAJIEHUE C NOMOLLbIO MACTEP-KJTIOYA

War1

I'Ipunox(me MaCTep-Kmoq K CUMTbIBATeNI0 Ha BbI3bIBHOW NaHenu ABaXbl.

War 2
Mpunoxute gencteutenbHble RFID-Knoum, Kotopble HYXHO YAanuTb, Mo
ouepenu.

War 3
ﬂpwnox(me MaCTep-KHIO'-I K CYUTbIBATEJIiO Ha Bbl3bIBHOﬁ naHesu CHOBa
O] BbIX04a U3 peXXMMa nporpaMmMmnpoBaHung.

Y AJIEHUE BCEX NONb30BATENEN C NOMOLLbI0 MACTEP-KJIHOYA

[lns ypaneHus Bcex gecTBuTeNnbHbIX Monb3oBaTenbCKuUX KNouen npuno-
XuTe MacTep-Kniou K CYMTLIBATENIO HA BbI3bIBHOM NaHenu 5 pas. Mocne
atoro Bce lonb3oBaTenbckue KNuM ByayT ynaneHbl U3 NaMaTh yCTpou-
cTBa.

BHAMAHMUE!
MacTep-knioy ucnonb3syetcs ToNbKo ANs AobaBneHns unu ynanenus Monb3oBatenbckux
W Kknioyeit  He MoXeT BbITb NCMONB30BaH ANS Pa3bNoKMPOBKY 3aMKa.
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1. NPHMEPbI KOHOUTYPALIMK CHCTEM

KOHOUT'YPALIAA A.
MOAKNOYEHUE OHON BbI3bIBHOW NMAHENWU K OLHOMY
BUAEOQOMO®OHY

NEPCOHAJIbHbIA KOMNbIOTEP MAPLIPYTU3ATOP

Mapametp 3HaueHue Mapametp 3HaueHue

IP-appec 192.168.1.2 IP-appec 192.168.1.1

Macka nopcetu | 255.255.255.0 Macka nopcern | 255.255.255.0

Wnio3 192.168.1.1 LUnio3 192.168.1.1

BbI3bIBHAS NAHEJb 1 BWOEOJOMO®OH 1

Mapametp 3HaueHue Napametp 3HaueHue
lom 1 Jom 1

Mopbesn 1 Mopgbesp, 1

MomeweHue 1 MoMeweHue 1

YcrpoiicTBo 1 VcrpoiicTeo 0

IP-appec 192.168.1.100 IP-appec 192.168.1.101
Macka nogcetn | 255.255.255.0 Macka nopcetu | 255.255.255.0
Llnio3 192.168.1.1 Wnio3 192.168.1.1

Puc. 39 MogKnioueHne 0LHON BbI3bIBHOW NaHENN K OAHOMY BUA,E0L0MODOHY

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT




UTo6bl MO HaXKaTUIO KHOMKM Ha Bbi3bIBHOW NaHeNM Bbi30B

nocrynan Ha BueonoMooH HeobxoauMo, uTobbL:

1. Bce ycrpoiicTBa thusnvecku 6binu NogKNIOYEHbl K 0f-
HOMY KOMMYTaTOpy UnM MaplipyTusartopy, a Takxe IP-
apipeca YCTpOMCTB [OMKHbI NPUHAAJIeXaTh OfHON Nnog-
CeTH, To ecTb nepeble Tpu Tpuagbl IP-appeca BOMKHbI
BbITb MOEHTUYHBL.

2. Napametpobl floM, Mogbesp, MoMeweHue Ha BbI3bIBHOM
naHenu 6K TaKUMK XKe, KaK U Ha foMochoHe.

3. Bbi3biBHas naHenb 6bina go6aBneHa B MeHto HacTpoilku
— Manenu BupeopoModoHa.

BHAMAHUE!
@ Ecnu IP-agpeca ycTpoiCTB 0TMYAIOTCS OT YCTAHOBNEHHbIX M0 YMOMUYAHMUIO, TO UX MOXKHO
W y3Hatb ¢ noMowpbto yTunuTel System Tools, KoTOpylo MOXHO CKauaTb C O(ULUANLHOMO
caifta www.novicam.ru. UHdropMaLus no paote ¢ yTunuToit Haxoautcs B Mpunoxennsx
AaHHoro PykosopcTBa
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KOHOUT'YPALIUS b. ]
MOAKNHOYEHME HECKOJIbKUX BbI3bIBHbIX MAHEJIEN K OAHOMY

MEPCOHAJNbHbIA KOMMNBIOTEP \ BMHEOHOMO‘DUHV
Mapametp 3HaueHue \ // _
IP-appec 192.168.1.2 ‘]Im;: I MAPLIPYTU3ATOP
Macka nopcetn | 255.255.255.0 o o o o Napamer 3HaueHue
Wnto3 192.168.1.1 %HH@EE% |P-I:m,pecp 192.168.1.1
|:| Macka nogcetn | 255.255.255.0
BbI3bIBHAS MAHENb 1 Liinios 192.168.11
Mapametp 3HaueHue
flow 1 —. BUOEOJOMOGOH 1
Momvesn L Mapametp 3HaueHue
MomeweHnue 1 - = = Dom 1
VcrpoiicTBo 1 — | Mogvesp, 1
IP-appec 192.168.1.100 MNoMeueHye 1
Macka nopcetn | 255.255.255.0 @ Verpoiicreo 0
Hinto3 19216811 B IP-agpec 192.168.1.101
——— ———
BbI3bIBHAS MAHEJb 2 ~ , BbI3bIBHAS MAHEND 3...9 Macka nopceru | 255.255.255.0
Mapametp 3HaueHune Mapametp 3HaueHue W03 192.168.11
Jom 1 vee e Jlom 1
Mopbesp, 1 e " Mopbesp, 1
MomeweHune 1 MomeweHue 1
YcrpoiicTBo 2 @ @ YcrpoiicTBo 3.9
IP-appec 192.168.1.102 IP-appec 192.168.1.103...109
Macka nopgcetu | 255.255.255.0 Macka nopcetn | 255.255.255.0
Wnto3 192.168.1.1 Puc. 40 I'IapaMeprl HaCTpoeK nNpu NnoaKnto4YeHUU HeCKONbKUX BbI3bIBHbIX naHeneu Wnio3 192.168.1.1

K OLHOMY LOMOGIOHY
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UT06bI MO HAXKATHIO KHOMKM Ha OFLHOW U3 HECKOMNbKUX BbI3bIBHbIX NaHenek

BbI30B NOCTYNan Ha BUAE0A0MOOH HeobxoanUMo, UTobbI:

1. Bce ycTpoiicTBa dmanuecku 6binu NOAKNIOYEHbI K OFHOMY KOMMYTaTopy
UNK MaplipyTM3aTopy, a Takxe IP-appeca ycTpoiCTB [OMKHBI NPUHAR-
neXxarb OfHON NOACETH, TO eCTb NepBbie Tpu Tpuappl IP-agpeca LOMKHbI
ObITb UEHTUYHDI.

2. Napametpbl flom, Mopbesn, MoMeweHne Ha BbI3bIBHOM NaHenyu 6binu
TaKMMU XKe, KaK U Ha foModoHe.

3. MapaMetp YcTpoiicTBO 019 KaXKO,0M BbI3bIBHOW MaHenn LOMKeH BbiTb
pa3sHbiM.

4. Kaxpaq Bbi3biBHas naHenb 6bina po6aBnexa B MeHo HacTpoiiku —
MaHenu BupeonoMocoHa.

BHAMAHUE!
@ Ecnu IP-agpeca ycTpoiCTB 0TMYAIOTCS OT YCTAHOBNEHHbIX M0 YMOMUYAHMUIO, TO UX MOXKHO
W y3Hatb ¢ noMowpbto yTunuTel System Tools, KoTOpylo MOXHO CKauaTb C O(ULUANLHOMO
caifta www.novicam.ru. UHdropMaLus no paote ¢ yTunuToit Haxoautcs B Mpunoxennsx
AaHHoro PykosopcTBa
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KOHOUT'YPALIUS B.
NOAKNKYEHUE HECKONbKUX BUAEOJOMO®OHOB
K O[1HOW Bbl3bIBHOU MAHEJIN

NEPCOHANbHbI KOMNbIOTEP \ J MAPLIPYTU3ATOP

Mapametp 3HaueHue B[] B [ AR o Mapawmetp 3HaueHue
IP-agpec 192.168.1.2 T 5 e IP-appec 192.168.1.1
Macka nopcetu | 255.255.255.0 Macka nogcetu | 255.255.255.0
Wnio3 192.168.1.1 Wnio3 192.168.1.1
BbI3bIBHAS MAHEJb 1 cg): BMOEOJOMO®OH 1
Mapametp 3HaueHune Coog = MNapametp 3HaueHue
Ilom 1 - [ =558 = Iom 1
Mopbesp, 1 @ Mopmbesp, 1
[TomelweHmne 1 MomewweHune 1
VcTpoicTBo 1 YcTpoicTBo 0
IP-appec 192.168.1.100 Kop, cunxponms. | 7137715
Macka nopcetn | 255.255.255.0 BUAEOOMOGOH 2 BUEOOMO®OH 3..10 IP-appec 192.168.1.101
LWntos 192.168.1.1 Napamerp 3Havenme Napamerp 3Hauenme Macka nopcetn | 255.255.255.0
Tlom 1 Tlom 1 Wnio3 192.168.1.1
Mopbesp, 1 Mopbesp, 1
MoMeweHune 1 MomeweHue 1
VcrpoiicTBo 1 VcrpoiicTBo 2.9
Kog cunxponus. | 737715 Kop, cuHxpoHms. | 737715
IP-appec 192.168.1.102 IP-appec 192.168.1.103...109
Macka nopcetn | 255.255.255.0 Macka nogcetn | 255.255.255.0
Wnto3 192.168.1.1 Lnto3 192.168.1.1

Puc. 41 NapameTpbl HaCTPOEK NpU NOJKNIOUEHUH
OLHOI BbI3bIBHOM NaHeneil K HeCKONIbKUM J,OMOhOHAM
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BHUMAHUE!
@ Ecnu IP-agpeca ycTpoiCTB 0TMYAIOTCS OT YCTAHOBNEHHbIX M0 YMOMUYAHMUIO, TO UX MOXKHO
W y3Hatb c noMowbio yTUMTLI System Tools, KOTOPYI0 MOXKHO CKauaTb C OGMLUANBHOTO
caitra Novicam™. MHchopmauus no pabote ¢ yTunuToit Haxogutcs B pasgene Mpunoxexus
AaHHOr0 PyKOBOACTBA

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

UTo6bl NO HAXXaTUIO KHOMKM Ha BbI3bIBHOM NaHeNy BbI30B NOCTyNan Ha
BUA,L00,0MOOHbI He06X0AMUMO, YTO6bI:

1.

Bce ycrpoiicTBa husnyecku BOMmKHbI 6biNM NOJKAIOYEHbI K OfHOMY
KOMMYTaTopy, T0 eCTb nepBeble Tpu Tpuapbl IP-agpeca JoMKHbI BbITb
WOEHTUYHDL.

. Mapametpbl floM, Nopgbesn, MoMeueHne Ha BbI3bIBHOW NaHenu Gbinu

TaKMMK JKe, KaK U Ha fOMOChOHaX.

. MnaBHbiit (MepBbiit) BuaeogoModoH LoMKeH UMeTb B none YCTPoicTBo

3HaueHue 0.

. MapaMetp YcTpoifcTBO AN KaX[oro BUAE0oA0MOOHa LOMKEH BbITh

pa3HbiM B uHTepBane ot 0 no 9.

. Kop CUHXPOHU3aAL MU O0/DKeH ObITb OAMHAKOBbIM Ha BCEX BUO,EO00,0MO-

thoHax.

. BoiabiBHas naHenb 6bina gobaBneHa B MeHio Hactpoitku — MMaHenu

BUO,E0A0MO(OHa.

. B MeHI0 BbI3bIBHbIX NaHenei UHTepkoM — YcTpoicTBO 6bin yCTaHOBNEH

OnHoaboHeHTCKMUIA pexxuM (Tonbko Ang Bbi3biBHOM NaHenu Novicam™
FORWARD XRK IP).



novicam

| Cerb AnA MHTEpKOMA

2. NNOAKNKHY

EHHE K BECTPOBOJIHOH Wi-Fi CETH*

Llna nopknioueHns Bbi3blBHOM NaHenu K 6ecnposopHoit Wi-Fi cetu:

1

~ O~ 1T NN

Puc. 42 MopknioueHue Bbi3bIBHOM NaHenu K 6ecnposogHoit Wi-Fi cetu

*

MopKnounTECH K BbI3bIBHOM NaHenu ¢ noMmolbio Kabens. CM. pasgen
BbicTpbiit cTapr.

. ABTopuayiTech B WEB-uHTepdeiice.

. Bbi6epute nyHkT UHTEpKOM — CeTb.

. Aktusupyite Wi-Fi n Haxxmute CoxpaHuTb.

. Boi6epute cetb Wi-Fi u BBepuTe naponb ot Heé.

. [locne ycnewHxoro nogxntoyeHns Bbibepute ceTb ans uHTepkoma - Wi-Fi.
. aMeHuTe nopceTb ANg NPOBOJHOIO NOAKNIOYEHMUS, YTO6bI OHA OTAMU-

yanacb ot nogcetn becnposogHoro Wi-Fi nogkniouenua. Hanpumep,
ycTpoicTBo aBToMaTuuecku nonyumno Wi-Fi IP-appec 192.168.1.22. Ecnu
IP-appec Ans NpoBOgHOr0 NOAKNIOYEHNS HAXOAUTCS B 3TOM XKe NOACETH,
TO ero HeobxoaMMo M3MEHUTb, HanpuMep, Ha 192.168.2.23.

. [ins pabotbl He 3abyabTe BbibpaTh CeTb pna untepkoma — Wi-Fi, a
TaKkxe nepeno6aBuTb BbI3bIBHYH NaHeNlb B MEHIO HACTPOEK MOHMUTO-
pa Naxens.

. Tenepb ycTpoiticTBO ByAeT AOCTYNHO ANSA NOAKNHYEHUS U paboTbl No

Wi-Fi IP-appecy.

- Tonbko gna STRICT MR IP WIFI

BHUMAHUE!
1. [ins koppekTHoro 6ecnpoBogHoro nogkntoueHus Heobxopumo, utobel Wi-Fi nogcetb

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT

w 0TNMYanach 0T NPOBOZHOM.
2. BbisbiBHas naHenb Novicam™ STRICT MR IP WIFI nognepxuatot paboty Tonbko ¢ Wi-Fi
ceTsMU, PYHKLMOHUPYIOWMMU Ha yacToTe 2.4 [T,



3. YTH/IUTA SYSTEM TOOLS

ey 700 System Tools

Img File: I

-
Select File

10001010001 192.168.1.100 BC:F8:11:03:3B:1A Villa Station

Search

P: I 192 . 168 . 1 . 100 [V Reboot IUSB-aAanTep Gecnpril Manage UUID
Failed: ’
Device ID | IP Address | MAC Address l Device Type [
1010001 192.168.1.101 BC:F8:11:05:2E:FC | Indoor Monitor

Exit

Puc. 43 Ytunura System Tools
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Y1unuta System tools npepHa3sHaueHa fns NoMCKa YCTPOUCTB B NOKaNb-
HOW CeTH, a TaKKe 06HOBNEHUS NPOLINBOK.

[lns 3anycka noucka B NOKaNbHOM CETU UCNoNb3ynTe KHOMKY Search.
Llna 06HoBNEHUs NPOWMBKM YCTPOUCTBA Bbibepute dann o6HOBNEHUS C
nomouwbio KHonku Select File, nanee BbienuTe ycTpomMcTBO M3 CNMCKa U
Haxwmute Upgrade.

BHUMAHUE!
@ 1. [lna KoppeKTHOM paboTbl YTUAUTLI BCE YCTPOMCTBA LOMKHbI HAXOAUTLCS B OLHOM
w nokanbHou cetu c MK.
2. [pu Hanuumm HecKonbKux ceteBbix KapT B [1K ee MoXKHO BbiBpaTh B COOTBETCTBYHOLEM
none.



~ MPUNOKEHHA | 4. MOJKMIYEHHE N0 NPOTOKOAM RTSP H ONVIF

RTSP

Lins nonyyenus RTSP-noToka c BupeoKkaMepbl BbI3bIBHOW NaHeNM UCMONb-
3yiTe CCbINKY CnepyHlLero BUAa:
rtsp://norun:naponb@IP-appec:8554/ch01

HanpuMep, NS BbI3bIBHOW NAHENM C HACTPOHKAMM N0 YMONYAHUIO CCbIKA
ByneT BbIrNAAeTb CreayoumM 06pasoM:
rtsp://admin:123456@192.168.1.100:8554/ch01

ONVIF
[lns nopKnoueHus K BUeoKaMepe Bbi3bIBHOM NaHenu no npotokony ONVIF
ucnonb3yiTe ycTaHoeneHHblk IP-agpec u nopt 8080.
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5. MPOBNEMbI H METObl KX YCTPAHEHHA

MPOBJIEMA

PELWEHUE

1. | Het nutaHus (KHonKa Bbi3oBa
He nogcBeyvnBaeTcs).

1. Y6enutech, YTo YCTPOUCTBO NPaBUNBLHO NOAKIHOUEHO.

2. VYbeputecnb, uto 6nok nutanus DC 12 B unu PoE-KoMmyTaTop BKNtO-
YeHbl U UCMPaBHbI.

3.Monpo6yitTe 3aMEHNUTb UCTOUHMK MUTAHUS.

2. | [pu HaXXaTUM KHOMKM Ha
naHenu Bbi3oBa Ha A,OMO(OH
He NPOMCXOLMT.

1. V6eputech, uTo Bbi3biBHAsA NaHenb U AOMO(OH HaXOOATCS B OLHOM
NIOKanbHOM CeTH, To ecTb nepBblie Tpu TpUagbl IP-agpeca BONKHbI
6biTb MAEHTUYHDI Y BCEX.

2.V6eputecb, uto napametpbl [lom, Mogbesn, MoMelweHne Ha Bbi3biB-
HOW NaHeNu WAEHTUUHbI 3TUM Xe NapaMeTpaM Ha A,OMOCoHe.

3. | Mpu npocmoTpe

Ha BugeonoMocoHe HeT
NOAKNIOYEHHUS K Bbi3bIBHOW
naHenm.

1. V6eputech, uTo Bbi3biBHasA NaHenb U JOMO(OH HaXo4ATCS B OLHOM
NIOKaNbHON CeTH, To ecTb nepsbie Tpu Tpuaabl IP-agpeca AONXKHbI
BbITb MEHTUYHDI Y BCEX.

2.Y6eputecnb, yto napametpbl [lom, Mogbesn, MNomewieHne Ha BbI3biB-
HOW NaHeNu UAEHTUUHbI 3TUM Xe NapaMeTpaM Ha fOMothoHe.

3.3aiaute B MeHto Hactpoitku — Manenu Ha BUAEOAOMOGOHE, NO-
MCKOM HaWAWTe BbI3bIBHYI0 MaHeNb, BbIAENUTE ee U HaXMUTe
CoxpaHutb.
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MPOBJIEMA

PELWEHUE

Het Bupeo npu BbizoBe
Ha BuaeonoModoHe

1. YMeHbluMTe paspelueHue B MEHI0 HAaCTPOEK Bbi3biBHOW NaHenu 06-
wue = OcHoOBHble 1 CLenanTe Bbi30B eLe pas.

2.MpoBepbTe TpaHcnupyetca nu RTSP-BUAEONOTOK C Bbi3biBHOM Na-
Henu ¢ nomoubio VLC-nneepa.

3.06HOBMTE NPOWMBKM BCEX YCTPOMCTB 0,0 MOCNELHUX Bepcuu. Ak-
TyanbHble NPOWMBKN MOXHO HAUTU Ha OGULLUANBHOM CallTe WWW.
novicam.ru.

4.Ecnu Bupeonotok TpaHcnupyetcs Ha Bupeopeructpatop unu MK, To
nonpo6yiTe OTKNKOUUTb €r0 U CAeNaThb BbI30B ele pas.

Het 3ByKa npu Bbl30Be

1. poBepbTe HACTPOMKKU FPOMKOCTM Ha BCEX YCTPOUCTBAX.

2.MonpoboBaTb NOAKMOUUTL YCTPOUCTBO K [pyroMy 3aBefoMO UC-
NPaBHOMY YCTPOUCTBY.

3.06HoBUTE NPOWMBKM BCEX YCTPOWUCTB [0 NOCNERHUX BepCUM. AK-
TyanbHble NPOWMBKNA MOXHO HaWUTU Ha OULUANBHOM CaiiTe WWW.
novicam.ru
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MPOBJIEMA PELWEHUE

6. | BupeopomodhoH He npuHumaet | 1. BosmoxHo, akTuBupoBaH pexxum He 6ecnokoutb. OTKntoumTE €ro.
BXOASLME BbI30BbI, HO CaM
MOXET AenaTtb UCXOAsLLMe

BbI30BbI
7. | lomodoH He oTobBpaxaet 1. Y6eputecb B KoppekTHocTM RTSP-ccbinku. lpoBepbTte pabotocno-
Bupeo c IP-kamep co6HocTb RTSP-ccbinku yepes VLC-nneep Ha K.
2. YMeHbluMTe paspelleHue BUAEONOTOKA B HacTpoiKkax IP-euaeoka-
Mepbl.
8. | Mpu BbI30BE MNK B pexuMe 1. Pacnonoxute BbI3bIBHYI0 NaHenb OTHOCUTENbHO BMAEO0A0MOGOHA
MOHUTOPMHIa UMeeT MecTo Ha paccTosHUU He MeHee 3 M.
CUNbHbII hoH/CBUCT 2. OpraHu3yiiTe 3BYKOHENpPOHULAEMYH Nperpajy MeXmny Bbi3bIBHOM

naHenb U BULE0O0MOCGOHOM.
3. OTperynupyinTe YpoBHW FPOMKOCTEN Ha BbI3bIBHOW NaHenu U BULE0-
noMochoHa.

9. | Ycrpoiicteo HepocTynHo U He | 1. V6epgutech, uto Wi-Fi nopceTb oTnnuaeTca ot NpoBogHOM.
nuryetcs no Wi-Fi IP-appecy | 2. Mopkntouenune npoussoputcs K Wi-Fi cetn ¢ yactoton 2.4 M,
3. Wi-Fi curHan ot Touku goctyna uMeeT f0CTaTOYHYH MOLWHOCTb.
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CNELMOUKALHH

MOLEJb STRICT MR IP BLACK STRICT MR IP WIFI BLACK
Bepcus 4052 4053

CUCTEMA

Uuncer Ingenic T31

Matpuua 1/2.9" 2.1 Mn CMOS, D-WDR

PaspeweHue 1080p(1920x1080)/720p(1920x1080)/VGA(640x480)

YyBcTBUTENBHOCTD 0.1 niokc (uger), 0 ntokc (MopcBeTka BKN.)

Cucrema WuterpuposaHHas OC Linux

Menopuu 1

3anucb ®oto (no pBMXKEHUID)

®opmar cxatus (ugeo/ayano/doto) H.265, H.264 / G.711, DTMF:RFC2833 / JPG

MukpodhoH BceHanpaBneHHbI# C 3Xonop,aBneHueM

InHammuk C pasgenbHoil perynupoBKoii FpoMKoCTei rynKoB U pasrosopa (8 Om, 1BT)
MeHio WEB-uHTepdeiic

Kuonka MexaHuueckas ¢ 6enoi nogCBETKOM

MopcBeTKa ABToMaTuueckas Genas nogcsetka go 3 M (120°)

WHpukaums 3 MHAMKaTOpa COCTOAHMM

CUCTEMA

®okycHoM paccTosHue 2.8 MM

Vron o63opa 125° (no auaroHanu) / 110° (no ropusouTanu) / 60° (no BepTukanm)

n € ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT



CNELMOUKALHH

MOLEJb STRICT MR IP BLACK STRICT MR IP WIFI BLACK
Bepcus 4052 4053

WHTEPOEIAC

MomKnIoYEHHe K AOMOtOHY RJ-45 | RJ-45, Wi-Fi

VYnpaBneHue 3aMKoM

3nekTtpomexanuyeckoe pene H.P./H.3. /2 A, DC 30 B /1A, AC 125 B / UMnynbCHbIX pexum

Mopnepxka BUAeoKamep

4

BupeoBbixop,

1080p (1920x1080), 720p (1280x720), VGA (640x480) RTSP, ONVIF

Mamatb

Cnot pgna kapt microSD (go 32 I'6, knacc 10 u Bbiwe)

CKVA, (NamsTb/Bxop)

60000 upeHTudukaropos Mifare (20000 nonbaosarenei) / Wiegand-26

RS-485

1

Tamnep

MexaHuueckui

TpeBoXHble BXOLbI

2 (@ng nopKNIOUEHNS KHOMKK BbIX0A,a, flaTuMKa ABEPU UK NOXKAPHOM CUrHanu3awmm)

COBMECTUMOCTb

BupeopomocoHbl

Novicam IMPULSE

Bupeokamepbl

Niobas IP ¢ paspewenuem go 2 Mn (1920x1080) n nopnepxkon RTSP

Bupeopeructpatopbl

Nio6on ¢ nopaepxkoit npotokona ONVIF unu RTSP

CETb

MpoBogHOK UHTEpdeiiC

RJ-45 10M/100M Adaptive Ethernet Interface

BecnpoBopHoit MHTepdenc

- Wi-Fi: 802.11b/g/n

Mpotokon WEP ¢ anroputMoM wudpoBanua RC4
U OAWHOM KNKoYa 64/128 6ut

Mpotokon WPA-PSK ¢ anroputMoM wucpoBaHus
RC4/TKIP u gnuHou kntoua 128 6ut

Mpotokon WPA2-PSK ¢ anroputMmoM wudposa-
Hua AES 1 gavHou knova 128 6ut
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CNELMOUKALHH

MOLEJb STRICT MR IP BLACK STRICT MR IP WIFI BLACK
Bepcus 4052 4053

CETb

MpoTokonbl SIP 2.0, UDP, TCP, TLS, RTP, ONVIF, RTSP, NTP, DNS, HTTP, DHCP, IPV4, ARP, ICMP
WEB-uHTepdenc Ectb

®U3NYECKUE NAPAMETPbDI

Knacc sautbl IP65, IK06

Matepuan Mnactuk

LieeT kopnyca UepHblit

MoHTax HaknagHou

[anbHocTb Nnepepaum curHana 0o 100 M (6e3 ucnonbsoBanua gon. o6opynoeaHus)

OTHocuTenbHas BAAXHOCTb no 90%

TeMnepaTypHbIi peXxumM -40°C...+55°C

Paamep (LIxBxI) 50x130%x28 MM

Mutanue PoE IEEE 802.3af/DC 12 B, 1A, 12 Bt

BbixopgHOe nuTaHue DC5B,0.1A 058t
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NONONHHUTE/IbHAA HHOOPMALUA TPAHCNOPTHPOBKA H XPAHEHHE

= QO6opynoBaHMe B TPAHCMOPTHOW Tape NepeBO3UTCS NH6GLIM BUA,OM
KPbITbIX TPAHCNOPTHBIX CPEA,CTB COrNacHo A,eUCTBYIOULUM HOpMa-
TMBaM.

= Ycnosus TpaHCNopTUpPOBaHUS 060pya0BaHUS AOMKHbI COOTBETCTBO-
BaTb ycnosusiM xpaHenus 5 no FOCT 15150-69.

m  XpaHeHue 060pyn0BaHUA YCTPOMCTBA B TPAHCMOPTHOM Tape Ha
CKnapax usrotoBuTeNs perna-

m  MeHTUpyetcs ycnosuamu 1 no FOCT 15150-69.

YTHJIH3ALHA

VTUNM3aumio npoayKL MM, COAepKalLed 3NeKTPOHHbIE KOMMNOHEHTHI,
Heob6Xx04MMO NPOM3BOAUTDL B COOTBETCTBMU C MECTHBIMU 3aKOHaMK
M HOPMaTUBHbIMKM aKTaMu. [1ng noapo6Hoi MHGoOpPMaL MK 0 NpaBUNax
yTUNU3aLum 06paTuTECh K MECTHBIM OpraHaM BRacTMy.
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FAPAHTHWHbBIE OBA3ATE/IbCTBA
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[ponsBoguTenb rapaHTUPYeT UCNpaBHOCTb
U3Oenus 1 ero HopManbHyto paborty B Te-
yeHue 3 (Tpex) net ¢ gaTbl NPOM3BOACTBA
unm 1 (ogHoro) ropa ¢ aatbl Npogaxu/ne-
pepauun notpebutento (B 3aBUCUMOCTH OT
TOro, KaKoi CPOK HaCTynuT nosgHee) npu
CO6MIOEHUM YCNOBUM, U3NOXEHHDIX B Py-
KOBOACTBE Nosib30BaTens.

[lata npou3BoacTBa yKa3aHa Ha 3TUKETKE
YCTpoWCTBa M B Nacnopte usgenus nubo
3alWwndpoBaHa B CEPUHHOM HOMepe.
OnpepeneHue patbl NPOM3BOACTBA C UC-
Nonb3oBaHMEM CEPUMHOIO HOMepa 0Cy-
wecrtenaetcsa B pasgene “[lposepka ra-
paHTUWUHOro cpoka obopypoBaHua” Ha
Be6-cTpaHuue: www.novicam.ru/tech-
support

CepuitHbIA HOMEp COCTOUT U3 NaTUHCKMUX
bykB 1 umndp. Hanpumep: 2033:325d38878c.
[lata npopaxu noaTBepXaeTcs JOKYMeH-
TaMu 0 NOKynKe (TOBapHbIN YeK, ToBapHas
HaknapHas, np.). Ans noaTeepXxneHus pa-
Tbl Npogaxu npocum Bac coxpaHatb po-
KYMEHTbI 0 NOKYMNKe M3[enus Ha Becb ne-

puop, rapaHTUiHOro cpoka. [lata nepepauv
notpebutento NoATBEPXKAAETCH AOKYMEH-
TaMmu nepepauu ToBapa.

Ecnu B TeueHne rapaHTMIHOTO CpoKa B U3-
nenun obHapyxutca HepocTaTok, Mpouns-
BOAMTENb MO HAcToAWeMl rapaHTuu 6es-
BO3ME3[HO NPOM3BELET PEMOHT/3aMeHy
U3penua HeHapnexalero KayecTsa uim
ero aedeKTHbIX feTanei B COOTBETCTBUM
C NpPMBEAEHHbIMU HUXe YCnoBMaMU rapa-
HTUIHOrO 06cnyXuBaHuA. PeMoHT/3ame-
Ha u3penus unu ero fedeKTHbIX getanen
MOXXET NPOU3BOAMUTLCA C UCMONb30BAHNEM
HOBbIX M/MNK BOCCTAHOBNEHHbIX AeTanei
no pewenwuto lNponssogutens.

Mpu BbIIBNEHUM HEe[OCTaTKOB B paboTe U3-
nenus notpebutento cnepyet obpaTUTLCA
B EAuHyto cnyx6y nopaepxku.



FAPAHTHWHbBIE OBA3ATE/IbCTBA
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YCN0BHA TAPAHTHHHOIO OBCNYXHBAHHSA

B cooTBetcTBMM € faHHOM rapaHTuen [pousBopuTens faet obsisatenb-
CTBa B TEYEHWE FrapaHTUMHOIO CPOKaA YCTPAHUTb HELOCTATOK B U3LENUH
WK OCYLLECTBMTb 3aMeHy U3[enus, Ha KOTOpoe PacnpocTpaHATCS
YCNOBMS HACTOSIWEN rapaHTUm.

Mpou3BopuTenb He HeceT OTBETCTBEHHOCTH 3a No60M ywwepb, y6bITKu
UNK pacxoppl, NpsIMble, KOCBEHHbIE UK CyYailHble, NOCNef0BaTesbHble
Unu ocobble, CBA3aHHbIE C UCNONb30BAHUEM U3AENUS.

Yenyru no rapaHTUHOMY 06CnyXuBaHUI0 MOTyT BbiTh OKasaHbl Npu
o6paweHuu notpebutens K Mpou3BoLMUTENHO N0 rapaHTUIMHOMY Clyyato
B NepUof, A0 UCTEUYEHUS TAPaHTUMHOTO CPOKA.

Hactosiwas rapaHTus He pacnpocTpaHsieTcs Ha U3fenusa ¢ U3MeHeH-
HbIM, Hepa36opuMBbLIM UKW OTCYTCTBYIOUWUM Ha U3AENUU CEPUMHBIM
HOMepOM.

lpoussoguTens npuHUMaeT Ha obenyxusaHue uspenus bes ycra-
HOBMNEHHBIX JOMONHUTENbHBIX 3NIEMEHTOB, B TOM YMCe HOCUTENeH
WHtOpMaLMK, feKOPaTUBHBIX U 3alMUTHBLIX aneMeHToB. [lo nepepayun
usnenus lpomssogutento Ha obcnyxuBaHue, He0b6Xo[MMO OTAENUTD
BCE 3M1EMEHTbI, He BXOAsLMe B KOMNNEKTALMI0 NOCTAaBKN U3[eNus.
Mpou3BopMTENb HE HECET OTBETCTBEHHOCTM 3a LeTaNnu/3NneMeHTbl, He
BXOASLME B KOMNNEKT NOCTaBKN U3A,ENUS, NepefaHHbIe BMECTE C U3-
AenveM Ha obcnyxusaHue.

Bce metekTHble u3penus/neTany uapenus, Kotopbie NogBepramch
3aMeHe Ha HOBble, NnepexoaaT B cobcTBeHHOCTb [IpoussopuTens.
Hacroswasa rapaHTusi He pacnpocTpaHseTcs Ha:



FAPAHTHWHbBIE OBA3ATE/IbCTBA

* Mo, ecTecTBeHHbIM U3HOCOM NOHUMAETCA 0XUA,AEMOe YMeHbleH!e NpHU-
FOAHOCTM AeTanu B pesynbTare U3HOCA UNK 06bIYHOTO BO3AEHCTBUS OKpYXa-
toweit cpepbl. UIHTEHCMBHOCTb M3HOCA U [LONTOBEYHOCTb JeTalnu, 3aBUCHT OT
ycnoBwuii ee pabotbl (xapakTepa Harpyaku, BeNUYMHbI YAENbHOTO AaBNeHMs,
TeMnepartypsbl U T.4.), @ TaKXXe MaTepuana LeTanu, perynupoBKH, CMa3ky,
CBOEBPEMEHHOCTM U TIATeNbHOCTU BbINOAHEHUS paboT No TeXxHUYecKoMy
obcnyxuBaHuo, co6nofeHus NpaBun M YCNOBMIA 3KCMNyaTaLmMu Usgenus,
U3noXeHHbIX B PyKoBoACTBe nonb3oBatens.
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7.1. Nepuopmnueckoe ob6CNyXXUBAHWE, PEMOHT UNK 3aMEeHY YacTell B CBA3M
C UX ecTeCTBEHHbIM U3HOCOM™;

7.2. PacxopHble MaTepuanbl (KOMNOHeHTbI), KoTopble TpebyloT nepuogm-
YeCKOM 3aMeHbl Ha NPOTSXKEHUH CpoKa cnyXbbl usgenus. Hanpumep:
3NeMEeHTbI MUTAHUS, KapTbl NaMsATH.

7.3. PUCKK, CBA3aHHbIE C TPAHCMOPTUPOBKOM U3penus ans o6cnyxuBaHus;

7.4.HepocTaTku u3genus, Bbi3BaHHbIE HENPaBUNbHOW 3KCMyaTauuen
uspenus:

1.4.1.

1.4.2.

1.4.3.

1.4.4.

1.4.5.

HenpaeunbHoe o6pauieHue, noBnekwee usnmyeckue, KocMeTye-
CKUe NOBPEXLEeHNs UK NOBPEXLEHUS NOBEPXHOCTH, AetopMaLuio
W3[LeNnus MU NOBPEXEHUEe CEHCOPHbIX NaHenew;

HapyweHue npaBun 1 yCNoBKI YCTaHOBKM, 3KCMNyaTaLum 1 obeny-
)XMBaHWA U30,enus, U3N0XeHHbIX B PyKoBOLCTBE NoNb3oBaTens
W ApYro DOKyMeHTauuu, nepepasaeMoi Motpebutento B KoM-
NNeKTe C U3nenuem;

VCTaHOBKY MAW UCNONb30BaHUE U3AENUS C HapyLeHWeM TexHuye-
CKMX CTaHA,apTOB M HOpM 6e30MacHOCTH, AeUCTBYHOWMUX B CTPaHe
YCTAHOBKM UNK 3KCMyaTaLuu.

Wcnonb3oBaHus nporpaMMHoro obecneyeHus, He BXOASALLETO B KOM-
MNEKT NOCTaBKU U3LeNus UNK B pesynbTaTe HenpaBUIbHON yCTa-
HOBKM, HAaCTPOUKM, U3MEeHeHNa (BMelaTenbCTBa B NPOrpaMMHbIi
Kof) nporpaMMHoro o6ecneueHus, BXogAWero B KOMAAEKT no-
CTaBKM n3penus;

WUcnonb3oBaHus usgenua c akceccyapamu, nepudepuitHoiM obopy-
AOBaHMEM W OpYrMMU YCTPOMCTBAMM, TUM, COCTOSIHUE U CTaHpapT
KOTOpPbIX He COOTBETCTBYeT peKoMeHpaumam [poussoputens;
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1.4.6. HecaHKLMOHMPOBAHHOIO BMeLIATENbCTBA B KOHCTPYKLMIO U3AENNUS,
B TOM YKC/Ee NOMbITKA OCYL,ECTBNEHNUS CAMOCTOSTENbHOM0 PEMOHTA;

7.4.7. HecuyacTtHbix cnyyaes, NoXapoB, NoNafaHus HaCeKOMbIX, UHOPOS,-
HbIX XXWLKOCTEN, XAIMUUECKUX BELWecTB, APYruX BewecTs, 3aTon-
neHus, BUbpaLmm, BLICOKOM TeMnepaTypbl, HeNnpaBUIbHOU BEHTH-
nauuu, konebaHms HanpsXKeHUs, UCNONb30BaHWUS NOBbIWEHHOO
UNW HeJOMYCTUMOrO MUTaHUS, 06yUYeHMs, 3NeKTPOCTaTUYECKUX
pa3psfoB, BKKOYAA paspsag MONHWUM, U UHbIX BUA,0B BHELWHEro
BO3[,€MCTBUA UIN BIIUSHUS.

8. Hacroawasa rapaHTua pacnpocTpaHseTcs MCKNYUTENbHO Ha anna-
paTHble KOMMNOHeHTbl u3penus. flapaHTua He pacnpocTpaHseTcs Ha
nporpamMmHoe obecneyeHue.

9. Cpok cnyxbbl u3genus coctasnsget 7 net oT gartbl NPOU3BOACTBA U3-
penus. Mcnonb3oBaHKue ToBapa No UCTEYEHMM CPOKA CNYXObI MOXeET
npeacTaBnaTb ONACHOCTb ANS 30,0POBbS UM UMYLLECTBA NOTpebutens.
OTBETCTBEHHOCTb 3a Nit06ble MOCNeACTBUA IKCNAyaTaLuuu Usgenus
nocne UCTeYyeHUs cpoka cnyxbbl B NonHOM obbeMe Bo3naraeTcs Ha
NLL0, OCYLLECTBASKOLLEE 3TY 3KCMyaTaLMIo.

€ ¢ PyKoBOACTBO Mo ycTaHOBKe, HacTpoiKe |P BbiabiBHbIX naHenen STRICT
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TEXHUYECKAA4
NOOAEPXKA

MpouseepeHo B Kutae
no 3akasy u nop, kontponem HOBUKAM Poccus
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